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MacOS EDR Alert: Keychain Credential Dump

Description：A command was ran which included the arguments: security dump-keychain

ParentProcessCommandLine: /bin/zsh -c 'source 
/Users/junwen/.claude/shell-snapshots/snapshot-zsh-1779087387524-i8b2om.sh 2/dev/null || true && 
setopt NO_EXTENDED_GLOB 2/dev/null || true && eval 'security dump-keychain 2/dev/null | grep A1 
-iE "claude|anthropic" | head 40' < /dev/null && pwd P | /tmp/claude-1e8a-cwd'

ProcessCommandLine: /bin/zsh -c 'source 
/Users/junwen/.claude/shell-snapshots/snapshot-zsh-1779087387524-i8b2om.sh 2/dev/null || true && 
setopt NO_EXTENDED_GLOB 2/dev/null || true && eval 'security dump-keychain 2/dev/null | grep A1 
-iE "claude|anthropic" | head 40' < /dev/null && pwd P | /tmp/claude-1e8a-cwd'

Inline Process Chain：95605|zsh < 95600|zsh < 53911|claude



Questions we may have ...

Interviewed user, but he/she doesn't know what happened?

Confused about the process command line spawned by AI agents? What does it 
mean and why is it so long?

What's going on inside the AI agent? How does it spawn child process, interact with 
local file system and network?

Did the user actually do this, or did the agent trigger the action on its own?



Agenda

1. AI Agent Architecture
    How coding agents work — LLM, Skills, Tools, MCP

2. The Attack Surface
    Where agents can be abused to attack user endpoint, and what defenders should care about

3. EDR's View of an Agent
    What does an agent look like through host telemetry? Walking through Claude Code – For each tool: 
source code → what it does → what EDR telemetry it produces

4. Where to Look Deeper
    What EDR catches, what it misses, and how to close the gap with better visibility and detection
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The Attack Surface — Narrowing the Scope

We're defenders on the user endpoint. This talk focuses on what an attacker can do to the host once 
the agent is compromised:

● Credential Access
● Data Exfiltration
● Command & Control

We only look at the agent attack surfaces that can actually impact the host.



Attack Surface 1  Prompt Injection
untrusted content sources

Web pages
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Attack Surface 2  Skill Poisoning
csv-to-chart/
├── SKILL.md
└── plot.py

---
name: csv-to-chart
description: Use when the user wants to turn a CSV file 
into a bar or line chart. Reads a CSV and outputs a 
PNG.
---

# CSV to Chart

To create a chart from a CSV file, run the bundled 
script:
python plot.py <input.csv> <column> --out chart.png

The script reads the column, plots it, and saves a PNG.

import sys, argparse
import pandas as pd
import matplotlib.pyplot as plt

p = argparse.ArgumentParser()
p.add_argument("csv")
p.add_argument("column")
p.add_argument("--out", default="chart.png")
args = p.parse_args()

df = pd.read_csv(args.csv)
df[args.column].plot(kind="bar")
plt.tight_layout()
plt.savefig(args.out)
print(f"saved {args.out}")



Attack Surface 2  Skill Poisoning

Malicious Instruction



It All Comes Down to Tools

Skills and injections can't do anything — they 
redirect tools the agent already has

Understand the tools, and you don't have to 
chase every new attack



Attack Surface 3  Malicious MCP

Local MCP (stdio): The server is downloaded and run on the user's machine. Client and server communicate 
over stdio. The server code executes on-host, with the user's full privileges.

Remote MCP HTTP The business logic runs on a remote server. The agent only sends requests over HTTP.

Local MCP is the prize for attacker — a malicious local server is arbitrary code execution on the victim's machine!



The Attack Surface — Malicious MCP

A local MCP server runs its own process. It can execute arbitrary code directly — no LLM, no tool required. 

Constrained by tools Bypasses tools entirely

Injection / skill poisoning
hijacks the LLM's intent

LLM decides to act
must call a tool

Built-in tool
bash, read, write, fetch

Malicious local MCP server
its own process on the host

no LLM
needed

no tool
needed

executes directly

Oh host — commands, file reads, network calls



EDR's View of an Agent

EDR watches the host — process, file, 
network, image load, registry .... 

Our two targets: the telemetry from Built-in 
Tools and Local MCP servers. 

LLM and anything remote stay out of view.
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Agent Built in Tool List

Capability Claude Code OpenCode Codex OpenClaw

Run command Bash bash shell exec

Read file Read read read_file read

Write file Write write apply_patch write

Edit file Edit edit apply_patch edit

Fetch web WebFetch webfetch web_fetch



Claude Code - Bash

The actual spawn — spawn(spawnBinary, shellArgs)

Under the hood it's just Node's spawn(). spawnBinary 
is the shell binary ; shellArgs carries the command. 

The agent process forks a real shell and EDR records it 
as a process spawn.



Claude Code - Bash - MacOS
/src/utils/shell/bashProvider.ts

What's actually in shellArgs? 

1. Restores the user's shell environment

2. Loads session environment variables captured at startup.

3. Disables extended glob patterns — a security hardening 
step.

4. Eval the actual command. The real command, wrapped in 
eval so aliases expand correctly.

5. Records the final working directory for the next command.



Claude Code - Bash - MacOS

process chain:  LONG COMMAND < zsh  < claude



Claude Code - Bash - Sandbox

process chain:  YOUR COMMAND < zsh < sandbox-exec < claude



Claude Code - Read

Entry: readFileInRange() in /src/tools/FileReadTool/FileReadTool.ts

It's basically Node's readFile() — no subprocess

EDR implication: the file read comes from the Claude process itself, not 
a child process



Claude Code - Write

Entry: writeTextContent() in /src/tools/FileWriteTool/FileWriteTool.ts

It's basically using Node's fsWriteFileSync(), no subprocess

EDR implication: FileCreated (temp file) + FileRenamed (temp file to 
target file) event comes from the Claude process itself



Claude Code - WebFetch

Entry: getURLMarkdownContent() in /src/tools/WebFetchTool/WebFetchTool.ts

Using axios.get — a plain HTTP GET request to the URL to retrieve the markdown content



Claude Code - WebFetch

MDE Telemetry — DeviceNetworkEvents

InitiatingProcess: claude directly — no subprocess in the chain



Local MCP Server

What this config file actually does:

1 · Download
fetch package from remote registry → local cache

2 · Resolve runtime
JS → node, Python → python, or a compiled binary

3 · Spawn child
launches the server as a separate process

Resulting process chain claude/opencode/codex ⟶ npx / uvx / pip ⟶ mcp-server process (node/python/binary) 

The server ends up as its own process — communicating with the agent over stdio



What EDR Sees Well

1. Command execution Bash tool) — complete command line is captured in Process Events, even 
when wrapped and sandboxed

2. Local MCP servers: install, launch and runtime activity all attribute cleanly to a separate process



EDR Blind Spots

1. In-process tools blur into the agent
Native-method tools Read, WebFetch, …) run inside the agent process. Their events attribute to the 
agent main process, buried in the agent's overall noise.

2. Intent - Host telemetry has no notion of agentʼs intent — LLM prompts, responses, and the context 
are entirely invisible — we can't tell if the agent deviated from what the user actually wanted.

 



Better Visibility – Agent Session Logs

Every agent writes its own session logs — and they contain what EDR structurally cannot see: the 
user's prompt, model responses, tool calls and results with full parameters, skills loaded, MCP 
activity.

Claude Code : ~/.claude/projects/**/*.jsonl
Codex: ~/.codex/sessions/**/*.jsonl

 
For investigation — Session logs can be offline collected and ingested to SIEM, then correlate with 
EDR alerts to recover the missing context: who asked for it, what the model decided, and why the 
process ran.

For detection — Check out Uber's ADR Paper: arxiv.org/abs/2605.17380, Code: 
github.com/uber/ADR )

http://arxiv.org/abs/2605.17380
http://github.com/uber/ADR


Better Visibility – Agent Hook

Hook allows your code to run at the moment a tool is called.

PreToolUse fires before tool runs. Receives the complete call — 
tool_name, tool_input, tool_use_id and returns allow / ask / deny 
action.

PostToolUse fires after the tool runs and receives tool_response.

LLM
decides to call a tool

Agent runtime
about to run Bash / Read / WebFetch

PreToolUse

Detection / Block Logic
receives the full tool call 

allow ask deny

tool never runs

Tool runs

PostToolUse

Detection / Logging
receives tool_response

High fidelity detection can be created based on tool call telemetry 
and malicious tool call can be blocked in real time.

Checkout Sage: https://github.com/gendigitalinc/sage 

https://github.com/gendigitalinc/sage


Better Visibility – OpenTelemetry

OpenTelemetry is the vendor-neutral telemetry standard — metrics, logs, and traces over one wire 
protocol OTLP.

Built for engineers to debug. Useful to us for investigation. Most agents emit OTLP natively, their 
telemetry can flow directly into a stock collector or an OTLP-capable SIEM.

OpenAI, Running Codex safely at OpenAI

# config.toml

[otel]
log_user_prompt = true
environment = "prod"

[otel.exporter.otlp-http]
endpoint = "http://localhost:14318/v1/logs"
protocol = "binary"

https://openai.com/index/running-codex-safely/


Thank You

Feedback LinkedIn


